Digital signature technology for health care applications.
The personal computer and the Internet have provided many useful services to both health care professionals and the general public. However, security remains a key factor that could limit their further growth potential. We reviewed and assessed the potential use of the cryptographic technique to resolve security issues. We also analyzed services available in the current market environment and determined their viability in supporting health care applications. While the cryptographic application has a great potential in protecting security of health care information transmitted over the Internet, a nationwide security infrastructure is needed to support deployment of the technology. Although desirable, it could be cost prohibitive to build a national system to be dedicated for the health care purpose. A hybrid approach that involves the government's development of a dedicated security infrastructure for health care providers and the use of commercial off-the-shelf products and services by the general public offers the most cost-effective and viable approach.